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I. Purpose

This Annex assists in providing information about Cybersecurity process in coordination with Information Technology (IT) and Emergency Management (EM) personnel to identify, protect, detect, respond and recover from a cyber security incident affecting the healthcare environment.

It provides augmentation to existing Emergency Operation Plans (EOPs).

This Cybersecurity Annex should augment local Hazard Vulnerability Analysis (HVA) as healthcare sector-wide cybersecurity threats have been identified that could impact patient safety.

This Cybersecurity Annex helps fulfill regulatory compliance with new rules addressing Emergency Preparedness.

     Centers for Medicare and Medicaid Emergency Preparedness Rule, effective 11/16/17.  https://www.cms.gov/Medicare/Provider-Enrollment-and-Certification/SurveyCertEmergPrep/Emergency-Prep-Rule.html


II.      	Scope

Cybersecurity events may impact the entire healthcare sector.


III.    	 Policy

In 2003, the Federal government established the Healthcare and Public Health (HPH) Sector as a Critical Infrastructure (CI) sector in the United States, recognizing that its security and resilience are essential to national security, the economy, and public health and safety. In 2013, President Obama issued Executive Order 13636, “Improving Critical Infrastructure Cybersecurity”. The order called for the development of a Cybersecurity Framework that organizations can use to help reduce and manage their cyber security risks. 

In 2016 the HPH Sector Coordinating Council (SCC) and Government Coordinating Council (GCC) jointly developed the critical infrastructure Sector-Specific Plan (https://www.phe.gov/Preparedness/planning/cip/Documents/2016-hph-ssp.pdf) goals, priorities, and activities to reflect the overall strategic direction for the HPH sector. The Sector goals support he critical infrastructure joint national priorities developed in 2014 and the National Infrastructure Protection Plan 2013: Partnering for Critical Infrastructure Security and Resilience (NIPP 2013). Since the release of the 2016 HPH plan, a more detailed report on Improving Cybersecurity in the Health Care Industry was released June of 2017 by the Health Care Industry CyberSecurity Task Force (https://www.phe.gov/preparedness/planning/CyberTF/Pages/default.aspx). This report demonstrates the urgency and complexity of the cybersecurity risks facing the healthcare industry and calls for collaborative public and private sector campaign to protect our systems and patients from cyber threats.


IV.      	Concept of Operations:

Cybersecurity incidents and attacks that impact healthcare IT systems can disrupt interlocking critical infrastructure such as power systems, patient monitoring systems, security appliances, administration etc. Impacts at the local facility may be part of a larger coordinated attack that may impact the entire healthcare IT sector. Such cyber-attacks can have serious consequences that lead to other hazards, such as power failures. These cascading hazards increase the potential impact of cyber incidents within the healthcare environment and patient safety.

Cybersecurity attacks are events that may impact a facility for more than one operational period (8 and/or 12 hours) and as long as 60 days in some instances. Established policies and response and communication protocols provide guidance for escalating incident management and IT and EM coordination.

Automation and EHR’s are industry standards providing rapid and accurate information supporting patient care and treatment processes involving IT and medical device applications supporting the healthcare environment. This framework is made possible by interoperable systems.


V.      	Reporting System Anomalies

It is important to report computer anomalies, system performance issues, strange defects in operation, etc. to corporate Information Security (InfoSec) and the IT Director. Early warning signs of Indication of Compromise (IoC), reported early, can prevent possible cascading outages.

Staff should be encouraged and feel empowered to report such system behaviors. When reporting attempt to provide the following:

	Time of day of Indication of Compromise
	Type of device

	Description of behavior
	Manufacturer

	Name, phone, email of Point of Contact
	Operating System (OS) (if known)



	Other personnel notification and reporting too include:
	Legal Officer
· Is this an Internal Threat or an External Threat
· Management of co-investigation with IT Director will assist in remediation under work-product privilege
· Reporting to State and Federal agencies
· Contact with patients and other who feel aggrieved.
· Allows the healthcare entity to pursue the healthcare mission

Supporting Agencies: 
Local Law Enforcement 
FBI - Contact FBI Cyber Unit  cywatch@ic.fbi.gov or 855-292-3937, https://www.ic3.gov/default.aspx; Regional FBI Field Office – KC (816) 512-8200



Severity Classification and Reporting Matrix - The following matrix establishes a common framework for evaluating and assessing cyber incidents to ensure a common understanding of the severity of the incident and assist in plan of action, notification and response. 

	
	General Definition
	
	Healthcare Entity Actions
	Threat Intended Consequence

	Level 5 
Emergency 
(Black)
	Poses an imminent threat - (Ex.Threat to patient health or physical destruction of equipment)
	
	



	Patient Safety*
	Cause physical consequences

	Level 4 
Severe 
(Red)
	Significant Impact - Healthcare Sector (Ex. Most or all hospital/public health IT systems taken off line for significant amount of time)
	
	Disconnect & Isolate Systems
	Damage to computer and/or networking software/hardware

Deny availability to a key system or service

	Level 3 
High
(Orange)
	Likely to result in a demonstrated impact - Healthcare Sector (Ex. malware contained to small amount of infected computers or equipment)
	
	Localize Threat
	Corrupt or destroy data

Commit a financial crime 

	Level 2 
Medium 
(Yellow)
	May Impact -Healthcare Sector. (Ex. Possible HIPAA violation, theft of PHI, HHS Breach reporting requirement)
	
	IT Response / 
Contact Authorities
	Steal sensitive information

	Level 1 
Low
(Green)
	Unlikely to impact - Healthcare Sector (Ex. malware infected on single computer or non-vital IT System)
	
	IT Response / 
Contact Authorities
	Denial of Service 
(DoS) 

	Level 0 
Baseline
(White)
	(Ex. Nuissance popups or defacement of website)
	
	Preparation
	Nuisance or defacement

	
	
	
	
	

	*Patient Safety = Physical protection of patients
	
	
	




VI.      	Emergency Quarantine of Systems

In rare events, compromised systems may have the interest of law enforcement (LE) that may request an area be “sealed off”. That is, to establish a temporary perimeter that would secure access to the device.

In the event of an alleged criminal act, after the area is secured, photographs should be taken of the area (desk, bench, room, etc.) to capture the environment where the alleged event took place.

In emergency situations staff may be requested to disconnect infected device from the backbone network. Available staff should be designated that are trained to remove the appropriate network connection in an urgent situation. This may require coordination with legal, privacy, IT, etc.


VII.      	Interface with IT Personnel

Developing relationships with IT personnel prior to an incident is highly advantageous. It is recommended that EM’s develop horizontal partnerships with IT personnel that are performing incident response and recovery activities.

IT personnel should be consulted regarding the vulnerability of other systems that may rely on cyber and IT systems; such as Electronic Medical Record (EMR) / Electronic Health Record (EHR) access, climate control systems (air conditioning, industrial controls, electric power systems, etc.).

Failures of certain IT systems may directly impact EM systems; e.g. information sharing, electronic mail, Internet access, and other information and communications systems. EM’s are advised to develop dialogue with IT about potential disruption to critical infrastructure caused by a cybersecurity incident.


VIII.    	Physical Protective Measures

Coordination with physical security may be necessary to identify physical areas that may be susceptible to vandalism, unauthorized access, sabotage, etc. This includes exposed network components, unsecured doors to phone closets, etc. Coordination with physical security to identify such vulnerabilities will enable proper mitigation activity to reduce such hazards.


IX.     	Access Control and Identity Verification

Cyber adversaries can create physical diversions and decoy incidents to distract personnel from monitoring of physical access points. During the operational tempo of emergency response, staff members should be asked to politely challenge strangers and unidentified individuals that may have entered sensitive IT and CI areas.


X.	Recovery Prioritization

Bringing systems back online is priority 1, but which systems within the healthcare facility or system do you prioritize over another.  Items to consider include:
· Staff daily use systems?
· Prioritize systems individually or group (ie.. Clinical, administrative, logistic, fiscal or facilities)
· Prioritize by areas (ie.. Clinics, ER, ICU, surgical, Lab, Pharmacy)
	
	
XI.	Acronyms and Terms
	
HPH	Healthcare and Public Health
	CI	Critical Infrastructure
	SCC	Sector Coordinating Council
	GCC	Government Coordinating Council
	NIPP	National Infrastructure Protection Plan
	IT	Information Technology
	EM	Emergency Management
	EOP	Emergency Operation Plans
	HVA	Hazard Vulnerability Assessment
	IOC	Indication of Compromise
	InfoSec	Information Security
	EMR	Electronic Medical Record
	HER	Electronic Health Record
	LE	Law Enforcement
	OS	Operating System










XII.	Notification
	
Upon initial identification of a cyber security incident, notification of the hospitals staff via telephone, e-mail and other methods of communication designed by the healthcare facility will be used to notify staff. 

	Contact Name
	Phone Number
	E-mail
	Time of Notification

	IT Helpdesk
	(123) 555-1234
	Jane.doe@hospital.com
	0700

	IT Director
	
	
	

	Supervisor
	
	
	

	Department Director
	
	
	

	Legal Officer
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	




XIII. 	Vital Systems and Medical Devices
The hospital’s IT Department maintains the information systems and ensures that the systems are backed up on a XX basis.  IT systems may be classified differently than Medical Devices. IT Devices may be defined as computer devices or keyboards, displays monitors, hard drives, printers, phones and other hardware units.  Medical Devices may be defined as an instrument, apparatus or machine that is used in the prevention, diagnosis or treatment of an illness or disease and may have direct patient interaction.  Your facility should have both of these systems defined and who is overall responsible for each group.

Vital systems and equipment identified as critical to supporting the essential functions have been identified and added to the table below.  These systems and equipment will be maintained and tested regularly.

Vital Systems & Medical Devices (Example Inventory)

	Systems & Equipment
	Description/Operating System
	Storage Location
	Responsible Staff Member / Vendor
	Recovery Point Objective
	Priority
	Unique Risk
	Current Protection Method(s)
	Maintenance
	Recommendations for Additional Protection (if necessary)

	Computers
	Dell desktop computers (10 qty.)
	Hospital departments and work stations
	John Doe, Dell Vendor
	1 day
	1
	Unavailable during power outage
	Building security system
	As needed
	Utilize generator power for 24/7 Equipment 

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	




